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What is Meshtastic?

An open-source project using inexpensive LoRa (Long Range) radios to create a self-healing
mesh network — think of it as Off-Grid SMS.
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No Cell Towers Subscription-Free Encrypted & Private Days of Battery

Works without Wi-Fi or cell

Zero monthly fees ever AES-256 by default Extremely low power draw
networks



Why Do We Need It?
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Infrastructure Failure

Cell towers go down during storms, fires, or
power outages — exactly when you need them
most.

Network Congestion

Music festivals and large events routinely jam
local towers, leaving everyone disconnected.
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Dead Zones

Remote areas — backcountry, deep valleys,
offshore — have zero signal.

Privacy

Bypasses traditional internet and telecom
providers entirely — no company tracking your
messages.



Common Use Cases
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Outdoor Adventure

Stay in touch while hiking, skiing, or overlanding in areas without coverage.

Emergency Prep

A "Plan B" communication system for neighborhoods and communities during disasters.

Asset Tracking

Share real-time GPS locations of team members or vehicles in the field.

Remote Sensors

Monitor gates, water levels, or weather stations deep in the woods — no SIM required.



How It Works: The Mesh Concept
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Node-to-Node

Every device is a repeater
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Self-Healing

Finds alternate paths automatically

I ™ Scalable

Message hops: A— C — D L J More nodes = stronger network

(if B is unreachable)

Up to 7 Hops

Long-distance message relay



The Secret Sauce: LoRa Technology

LoRa = Long Range LOW

A radio modulation that prioritizes range and building
penetration over data speed — purpose-built for loT and
off-grid use cases.

v/ Text messages
FREQUENCIES (Unlicensed ISM Bands)

v GPS coordinates

Region Frequency

us /AU 915 MHz X \Video /Voice calls

EU / UK 868 MHz —

International 433 MHz )



The User Experience (Software)

Mobile App Map View Browser / Desktop

Bluetooth GPS Tracking WebUI & CLI

Connect your phone to the radio via

. . See real-time GPS location of everyone Manage settings via the built-in WebUI
Bluetooth. Looks and feels like Signal . .
- _ on your channel plotted on an (served from the device) or control via
or WhatsApp — familiar messaging . .
interactive map. Python CLI for power users.

interface.



Hardware: The Core Components

Microcontroller

ESP32 (has Wi-Fi, cheaper) or nRF52840 (ultra-low power, better for battery-first builds)

LoRa Radio Chip

Modern devices use the SX1262 — improved sensitivity and range vs older SX1276

Antenna

The single most critical factor for range. Stock antennas work, but a quality aftermarket antenna can double coverage.

Power Supply

Typically an 18650 lithium cell or small solar + LiPo combo for unattended deployments




Popular Hardware Options (2026)

Best For Key Feature

Heltec V3 Beginners Low cost (~S20), built-in OLED display

LILYGO T-Echo Outdoor Use E-ink screen, rugged build, great battery life

RAK WisBlock Solar / DIY Modular design, lowest power draw available
T-Deck Standalone Built-in full physical keyboard — no phone needed

' Starter tip: Buy a pair of Heltec V3s (~$40 total) to test before committing to more advanced hardware.




Range: Reality vs. Expectations

Ideal (Line of Sight)

20+ miles
Mountain top to mountain top
B m
Open neighborhoods, low obstructions
Urban E
Blocked by buildings and trees

‘ Pro Tip: Height is everything. A rooftop "Router" node can triple your local coverage area.




Privacy & Security

AES-256 Encryption Channel System Anonymous by Default
Messages are encrypted on the device "Public" channel to discover local No phone number, no SIM card, no
before transmission. No plaintext ever nodes. "Private" channels for your account required. Just a name you

leaves the radio. group, locked with a shared key. choose.



Getting Started

Buy a Pair

! ! You need at least two nodes to test (or one if a local mesh already exists in your area).

Flash the Firmware

Use the web-based Meshtastic Flasher — no coding needed. Just plug in via USB and click.

Q Configure
Set your region (US/EU) and choose a display name for your node.

Connect & Chat

Pair with your phone via Bluetooth and start messaging. You're now off-grid!

meshtastic.org - GitHub: meshtastic/Meshtastic-device




